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Objectives

 The IP address space
 Aggregation in routing/forwarding tables

 Internet routing in practice
 Intra-AS routing: RIP, OSPF
 Inter-AS routing: BGP

 IP and related protocols
 ICMP, the IP “signaling” protocol
 DHCP to obtain an IP address automatically
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IP Addressing: Introduction

 IP address: 32-bit 
identifier for host, 
router interface 

 interface: connection 
between host/router 
and physical link

 router’s typically have 
multiple interfaces

 host may have multiple 
interfaces

 IP addresses associated 
with each interface

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

223.1.1.1 = 11011111 00000001 00000001 00000001

223 1 11
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IP Addressing

 IP address: 
 network part (high 

order bits)
 host part (low order 

bits) 
 What’s a network ? 

(from IP address 
perspective)

 device interfaces with 
same network part of IP 
address

 can physically reach 
each other without 
intervening router

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

network consisting of 3 IP networks
(for IP addresses starting with 223, 
first 24 bits are network address)

LAN
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IP Addressing

How to find the 
networks?

 Detach each interface 
from router, host

 create “islands of 
isolated networks

223.1.1.1

223.1.1.3

223.1.1.4

223.1.2.2223.1.2.1

223.1.2.6

223.1.3.2223.1.3.1

223.1.3.27

223.1.1.2

223.1.7.0

223.1.7.1
223.1.8.0223.1.8.1

223.1.9.1

223.1.9.2

Interconnected 
system consisting

of six networks
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IP Addresses

0 network host

10 network host

110 network host

1110 multicast address

A

B

C

D

class
1.0.0.0 to
127.255.255.255

128.0.0.0 to
191.255.255.255

192.0.0.0 to
223.255.255.255

224.0.0.0 to
239.255.255.255

32 bits

given notion of “network”, let’s re-examine IP addresses:

“classfull” addressing:
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IP Addressing: CIDR

 Classful addressing: 
 Inefficient use of address space, address space exhaustion
 Example: class B net allocated enough addresses for 65K hosts, 

even if only 2K hosts in that network

 CIDR: Classless InterDomain Routing
 Network portion (prefix) of address of arbitrary length
 Address format: a.b.c.d/x, where x is # bits in network portion of 

address

11001000  00010111  00010000  00000000

network
part

host
part

200.23.16.0/23
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Forwarding Table: Longest Prefix Matching

 Prefix:
 A block of addresses [a,b], where a and b must match bit 

boundaries (a-b+1 is power of two)
 An entry in the forwarding table can be for an entire prefix 

instead of for a single IP address

64                     prefix 1 (“64/2”)               127

64 prefix 2 (“64/3”) 95

0                                 address space=”default prefix” (“/0”)                      255

forwarding table
prefix          next-hop
*=default     A
01*              B
010*            C

180=10110100

100=01100100

70=01000110

Rule:
most specific=smallest block=longest prefix first
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Route Aggregation: Compact Forwarding Tables

X

A B C D

17 528 730 225

...
17
18
19
...
225
...
528
...
730
731
732
733
...

...
C
A
D
...
C
...
C
...
C
D
B
A
........

forwarding table in X

18 19

 Thought experiment: network=tree
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Route Aggregation: Compact Forwarding Tables

X

A B C D

331 332 333 334

...
251-470
...

...
C
...

.....

forwarding table in X

251 470

Lesson:
Well-chosen address
allocation results in
compact forwarding
tables
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IP Addresses: How to Get One?

Q: How does host get IP address?

 Hard-coded by system admin in a file
 Wintel: control-panel->network->configuration->tcp/ip-

>properties
 UNIX: /etc/rc.config

 DHCP: Dynamic Host Configuration Protocol: dynamically 
get address from as server
 “plug-and-play” 
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IP Addresses: How to Get One?

Q: How does network get network part of IP addr?

A: gets allocated portion of its provider ISP’s address 
space

ISP's block          11001000  00010111  00010000  00000000    200.23.16.0/20 

Organization 0    11001000  00010111  00010000  00000000    200.23.16.0/23 
Organization 1    11001000  00010111  00010010  00000000    200.23.18.0/23 
Organization 2    11001000  00010111  00010100  00000000    200.23.20.0/23 
   ...                                          …..                                   ….                ….
Organization 7    11001000  00010111  00011110  00000000    200.23.30.0/23 
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Hierarchical Addressing: Route Aggregation

“Send me anything
with addresses 
beginning 
200.23.16.0/20”

200.23.16.0/23

200.23.18.0/23

200.23.30.0/23

FlyByNightISP

Organization 0

Organization 7
Internet

Organization 1

ISPsRUs “Send me anything
with addresses 
beginning 
199.31.0.0/16”

200.23.20.0/23

Organization 2

...

...

Hierarchical addressing allows efficient advertisement of routing 
information:
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Hierarchical Addressing: More Specific Routes

ISPsRUs has a more specific route to Organization 1

“Send me anything
with addresses 
beginning 
200.23.16.0/20”

200.23.16.0/23

200.23.18.0/23

200.23.30.0/23

FlyByNightISP

Organization 0

Organization 7
Internet

Organization 1

ISPsRUs “Send me anything
with addresses 
beginning 199.31.0.0/16
or 200.23.18.0/23”

200.23.20.0/23
Organization 2

...

...



16

IP Addressing: The Last Word...

Q: How does an ISP get block of addresses?
A: ICANN: Internet Corporation for Assigned 
     Names and Numbers

 Allocates IP addresses
 Manages DNS
 Assigns domain names, resolves disputes
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Getting a Datagram from Source to Destination

IP datagram: 

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

A

B
E

misc
fields

source
IP addr

dest
IP addr

data

 datagram remains 
unchanged, as it travels 
source to destination

 addr fields of interest here

 

Dest. Net.    next router    Nhops

223.1.1                             1
223.1.2      223.1.1.4        2

223.1.3      223.1.1.4        2

forwarding table in A
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Getting a Datagram from Source to Destination

Starting at A, send IP 
datagram addressed to B:

 look up net. address of B in 
forwarding table

 find B is on same net. as A
 link layer will send datagram 

directly to B inside link-layer 
frame

 B and A are directly 
connected

 

Dest. Net.    next router    Nhops

223.1.1                             1
223.1.2      223.1.1.4        2

223.1.3      223.1.1.4        2

misc
fields

223.1.1.1 223.1.1.3 data

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

A

B
E

forwarding table in A
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Getting a Datagram from Source to Destination

Dest. Net.    next router    Nhops

223.1.1                             1
223.1.2      223.1.1.4        2

223.1.3      223.1.1.4        2
 Starting at A, dest. E:

 look up network address of E in 
forwarding table

 E on different network
 A, E not directly attached

 routing table: next hop router 
to E is 223.1.1.4 

 link layer sends datagram to 
router 223.1.1.4 inside link-
layer frame

 datagram arrives at 223.1.1.4 
 continued…..

misc
fields 223.1.1.1 223.1.2.3 data

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

A

B
E

forwarding table in A
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Getting a Datagram from Source to Destination

 Arriving at 223.1.4, destined for 
223.1.2.2

 look up network address of E in 
router’s forwarding table

 E on same network as router’s 
interface 223.1.2.9 

 router, E directly attached
 link layer sends datagram to 

223.1.2.2 inside link-layer 
frame via interface 223.1.2.9 

 datagram arrives at 223.1.2.2!!! 
(hooray!)

misc
fields 223.1.1.1 223.1.2.3 data  Dest. Net   router    Nhops    interface

223.1.1         -          1      223.1.1.4 
223.1.2         -          1      223.1.2.9

223.1.3         -          1      223.1.3.27

    

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

A

B
E

forwarding table in router
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Routing in the Internet

 The Global Internet consists of Autonomous Systems (AS) 
interconnected with each other:

 Stub AS: small corporation: one connection to other AS’s
 Multihomed AS: large corporation: multiple connections to other 

AS’s, but no transit traffic!
 Transit AS: provider, hooking many AS’s together

 Two-level routing: 
 Intra-AS: administrator responsible for choice of routing algorithm 

within network
 Inter-AS: unique standard for inter-AS routing: BGP
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Internet AS Hierarchy

IntraAS border (exterior gateway) routers

InterAS interior (gateway) routers
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Hierarchical Routing

Scale: with 200 million 
destinations:

 can’t store all destinations 
in routing tables!

 routing table exchange 
would swamp links! 

Administrative autonomy
 internet = network of 

networks
 each network administrator 

may want to control routing in 
its own network

Our routing study thus far - idealization 
 all routers identical
 network “flat”, i.e., no hierarchy
… not true in practice
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Hierarchical Routing

 Aggregate routers into 
regions, “autonomous 
systems” (AS)

 Routers in same AS run 
same routing protocol

 “intra-AS” routing 
protocol

 routers in different AS 
can run different intra-
AS routing protocol

 Gateway routers:
 special routers in AS
 run intra-AS routing 

protocol with all 
other routers in AS

 also responsible for 
routing to 
destinations outside 
AS

 run inter-AS 
routing protocol 
with other 
gateway routers
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Intra-AS and Inter-AS Routing

Gateways:

•perform interAS 
routing amongst 
themselves
•perform intraAS 
routers with other 
routers in their AS

interAS, intraAS 
routing in 

gateway A.c

network layer

link layer

physical layer

a

b

b

a
aC

A

B
d

A.a
A.c

C.b
B.a

c
b

c
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Intra-AS and Inter-AS Routing

Host  h2

a

b

b

a
aC

A

B
d c

A.a
A.c

C.b
B.a

c
b

Host h1 IntraAS routing
within AS A

InterAS
 routing
between 
A and B

IntraAS routing
within AS B

 We’ll examine specific inter-AS and intra-AS 
Internet routing protocols shortly
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AS Topology of the Current Internet

source: CAIDA 
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Growth of Default-Free Routing Tables

source: www.potaroo.net
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Intra-AS Routing

 Also known as Interior Gateway Protocols (IGP)

 Most common Intra-AS routing protocols:
 RIP: Routing Information Protocol
 OSPF: Open Shortest Path First
 IGRP: Interior Gateway Routing Protocol (Cisco proprietary)
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RIP (Routing Information Protocol)

 Distance vector algorithm
 Included in BSD-UNIX Distribution in 1982
 Distance metric: # of hops (max = 15 hops)

 Can you guess why?
 Distance vectors: exchanged among neighbors every 30 

sec via Response Message (also called advertisement)
 Each advertisement: list of up to 25 destination nets 

within AS



31

RIP: Example 

Destination Network   Next  Router      Num. of hops to dest.
  w A 2

y B 2
  z B 7

x  1
…. …. ....

w x y

z

A

C

D B

Routing table in D
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RIP: Example 

Destination Network   Next  Router      Num. of hops to dest.
  w A 2

y B 2
  z B A 7 5

x  1
…. …. ....

Routing table in D

w x y

z

A

C

D B

 Dest     Next  hops
   w        
   x        
   z   C     4
   ….   …    ...

Advertisement
from A to D
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RIP: Link Failure and Recovery 

 If no advertisement heard after 180 sec --> 
neighbor/link declared dead
 Routes via neighbor invalidated
 New advertisements sent to neighbors
 Neighbors in turn send out new advertisements (if tables 

changed)
 Link failure info quickly propagates to entire net
 Poisoned reverse used to prevent count-to-  and ping-pong 

loops ( = 16 hops)
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RIP Table Processing

 RIP routing tables managed by application-level process 
called route-d (daemon)

 Advertisements sent in UDP packets, periodically repeated

physical

link

network    forwarding
   (IP)            table

Transport
  (UDP)

routed

physical

link

network
   (IP)

Transport
  (UDP)

routed

forwarding
table
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OSPF (Open Shortest Path First)

 “Open”: publicly available
 Uses Link State algorithm 

 LS packet dissemination
 Topology map at each node
 Route computation using Dijkstra’s algorithm

 OSPF advertisement carries one entry per neighbor 
router

 Advertisements disseminated to entire AS (via flooding)
 Carried in OSPF messages directly over IP (rather than TCP or 

UDP
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OSPF Advanced Features (not in RIP)

 Security: all OSPF messages authenticated (to prevent 
malicious intrusion) 

 Multiple same-cost paths allowed (only one path in RIP)
 For each link, multiple cost metrics for different TOS 

(e.g., satellite link cost set “low” for best effort; high for 
real time)

 Integrated uni- and multicast support: 
 Multicast OSPF (MOSPF) uses same topology data base as 

OSPF
 Hierarchical OSPF in large domains.
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Hierarchical OSPF
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Inter-AS Routing: BGP

 BGP (Border Gateway Protocol): the de facto standard
 path-vector protocol: similar to distance-vector, but much 

more information in advertisement for a destination prefix, 
including full AS-level path

 BGP provides each AS a means to:
 Obtain subnet reachability information from neighboring ASs
 Propagate the reachability information to all routers internal 

to the AS
 Determine “good” routes to subnets based on reachability 

information and policy
 Allows  a subnet to advertise its existence to rest of 

the Internet: “I am here”
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BGP: Controlling Who Routes to You

 A,B,C are provider networks
 X,W,Y are customer (of provider networks)
 X is dual-homed: attached to two networks

 X does not want to route from B via X to C
 .. so X will not advertise to B a route to C

A

B

C

W

X

Y

provider
network

customer
network



40

BGP: Controlling Who Routes to You

 A advertises to B the path AW 
 B advertises to X the path BAW 
 Should B advertise to C the path BAW?

 No way! B gets no “revenue” for routing CBAW since neither W nor 
C are B’s customers 

 B wants to force C to route to w via A
 B wants to route only to/from its customers!

A

B

C

W

X

Y

provider
network

customer
network
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Why Different Intra- and Inter-AS Routing ? 

 Policy: 
 Inter-AS: admin wants control over how its traffic routed, who 

routes through its net. 
 Intra-AS: single admin, so no policy decisions needed

 Scale:
 Hierarchical routing saves table size, reduced update traffic

 Performance: 
 Intra-AS: can focus on performance
 Inter-AS: policy may dominate over performance
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The Network Layer Components
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IP Datagram Format
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IP Fragmentation & Reassembly

 Network links have MTU 
(max.transfer size) - largest 
possible link-level frame.
 Different link types, different 

MTUs 
 Large IP datagram divided 

(“fragmented”) within net
 One datagram becomes several 

datagrams
 “Reassembled” only at final 

destination
 IP header bits used to identify, 

order related fragments

fragmentation: 
in: one large datagram
out: 3 smaller datagrams

reassembly
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ICMP: Internet Control Message Protocol

 used by hosts, routers, gateways to 
communication network-level 
information

 error reporting: unreachable 
host, network, port, protocol

 echo request/reply (used by 
ping)

 network-layer “above” IP:
 ICMP msgs carried in IP 

datagrams
 ICMP message: type, code plus first 

8 bytes of IP datagram causing 
error

Type  Code  description
0        0         echo reply (ping)
3        0         dest. network unreachable
3        1         dest host unreachable
3        2         dest protocol unreachable
3        3         dest port unreachable
3        6         dest network unknown
3        7         dest host unknown
4        0         source quench (congestion
                     control - not used)
8        0         echo request (ping)
9        0         route advertisement
10      0         router discovery
11      0         TTL expired
12      0         bad IP header
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DHCP: Dynamic Host Configuration Protocol

 Goal: allow host to dynamically obtain its IP address 
from network server when it joins network
 Can renew its lease on address in use
 Allows reuse of addresses (only hold address while connected 

an “on”
 Support for mobile users who want to join network (more 

shortly)
 DHCP overview:

 host broadcasts “DHCP discover” msg
 DHCP server responds with “DHCP offer” msg
 host requests IP address: “DHCP request” msg
 DHCP server sends address: “DHCP ack” msg 
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DHCP Client-Server Scenario

223.1.1.1

223.1.1.2

223.1.1.3

223.1.1.4 223.1.2.9

223.1.2.2

223.1.2.1

223.1.3.2223.1.3.1

223.1.3.27

A

B
E

 

DHCP 
server

 

arriving DHCP 
client needs
address in this
network
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DHCP Client-Server Scenario
DHCP server: 223.1.2.5 arriving

 client

time

DHCP discover

src : 0.0.0.0, 68     
dest.: 255.255.255.255,67
yiaddr:    0.0.0.0
transaction ID: 654

DHCP offer

src: 223.1.2.5, 67      
dest:  255.255.255.255, 68
yiaddrr: 223.1.2.4
transaction ID: 654
Lifetime: 3600 secs

DHCP request

src:  0.0.0.0, 68     
dest::  255.255.255.255, 67
yiaddrr: 223.1.2.4
transaction ID: 655
Lifetime: 3600 secs

DHCP ACK

src: 223.1.2.5, 67      
dest:  255.255.255.255, 68
yiaddrr: 223.1.2.4
transaction ID: 655
Lifetime: 3600 secs


