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VII. CONCLUSION

In a network measurement system such as the one described
in this paper, there exists a tradeoff between the complexity
of the measurement devices and the complexity of the central
collector. In our previous work, we assumed that measurement
devices are capable of reliably exporting measurements to the
collector, which simpliÞes the task of the collector in recon-
structing a statistically representative set of trajectory samples.
However, there are circumstances where such reliable export is
either not desirable or not possible. Therefore, in this paper,
we assume that measurement devices export measurement re-
port packets unreliably, which relieves them of the burden of
buffering and processing acknowledgments. But dealing with
missing reports complicates the task of the collector. In this
paper, we propose methods for the collector to deal with such
loss.

The Þrst aspect of trajectory reconstruction that is compli-
cated by report loss is duplicate elimination, i.e., elimination of
reports that map to identical labels. We wish to eliminate such
duplicates in order to ensure that theÞnal set of trajectories is
not polluted by composite trajectories resulting from multiple
packets. This may have various undesirable side effects when
estimating quantities of interest from these trajectories and mon-
itoring the correct network behavior.

With reliable reporting, a straightforward approach to elimi-
nate duplicate labels is to rely on auxiliary information reported
about sampled packets from ingress links, or to assume that a
given packet should not be observed on ingress links more than
once. With unreliable reporting, this approach may not catch all
duplicates, if ingress reports are lost.

We have proposed an approach based on BloomÞlters, a data
structure that compresses a set membership function into a bit
array. BloomÞlters are appropriate because the only error they
incur are false positives, which may lead to the elimination of
some unique labels in addition to actual duplicates. While this
represents a small loss of measurement data, the main property
of this approach, given in Theorem 1, is that the duplicate elim-
ination essentially behaves like subsampling the original set of
packets. Therefore, by applying a correction factor, the resulting
set of trajectories can be treated as if it had been obtained in a
collision-free way. This insulates the estimation and detection
procedures fed by trajectory samples from the intricacies of du-
plicate elimination.

Once duplicate labels have been eliminated, the resulting re-
port stream can be passed to applications. In general, applica-
tions must be adapted to report loss. Path tracing applications
must amalgamate reports from several packets in order to recon-
struct complete trajectories. Passive loss measurement applica-
tions must distinguish report loss from packet loss by exploiting
transmission sequence numbers in the reports to estimate re-
port loss rates. The performance analysis of these applications
shows that TS brings substantial advantages over independent
packet sampling, reducing both estimator variance and reporting
bandwidth.
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